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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	List different types of attacks and attackers
	L1
	CO1
	[2M]

	2
	What is Electromagnetic Eavesdropping?
	L1
	CO2
	[2M]

	3
	What is cryptography?
	L1
	CO3
	[2M]

	4
	Differentiate authentication and authorization
	L4
	CO4
	[2M]

	5
	Explain the purpose of honeypots.
	L2
	CO5
	[2M]

	6
	Write few guidelines for e-wallet security?
	L2
	CO6
	[2M]

	7
	List basic terminologies associated with security 
	L1
	CO1
	[2M]

	8
	Explain Asymmetric Encryption approach?
	L2
	CO3
	[2M]

	9
	Write few tips for secure online transaction?
	L2
	CO5
	[2M]

	10
	What is Intrusion Detection Systems
	L1
	CO6
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain the top cyber security problems organizations are facing 
	L2
	CO1
	[5M]

	
	b)
	Discuss different approaches to Computer Security?
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Define following terms

a. Policies, 

b. Procedures, 

c. Standards,

d. Guidelines 
	L1
	CO2
	[5M]

	
	b)
	Describe the role of people in security of an organization?
	L1
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	What is the role of a compression function in a hash function? Explain  
	L2
	CO3
	[5M]

	
	b)
	With a neat sketch describe the function of Symmetric Encryption algorithm
	L2
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	How can we enforce password policies across systems and applications?
	L3
	CO4
	[5M]

	
	b)
	Explain Data Loss or Theft? How to prevent it?
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Write a brief History of Intrusion Detection Systems?
	L1
	CO5
	[5M]

	
	b)
	Write the Differences between Network-Based IDS and Host-Based IDS?
	L5
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss security and privacy risks in e-banking services?
	L3
	CO6
	[5M]

	
	b)
	Explain the techniques used in secure mobile banking?
	L1
	CO6
	[5M]


	
	
	
	
	
	

	17.
	a)
	What are the popular targets of information warfare
	L1
	CO1
	[4M]

	
	b)
	Describe the role of people in security?
	
	CO2
	[3M]

	
	c)
	Explain the Cryptographic perspective on the Indian IT Act
	L6
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	What is remote access and how does it works?
	L1
	CO4
	[4M]

	
	b)
	Distinguish between firewalls and intrusion prevention systems.
	L2
	CO5
	[3M]

	
	c)
	Write best practices to secure our e-wallet.
	L1
	CO6
	[3M]
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